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AbstrAct
Lately, with the prevalence of digital devices and 
social network applications, the explosive growth 
of multimedia big data poses many challenges for 
users to obtain them securely in various applica-
tion scenarios. In this article, investigating secure 
multimedia big data application in trust-assisted 
sensor cloud (TASC), which is one kind of SC for 
smart city, the recent work about multimedia big 
data and SC is reviewed first. Further, the critical 
issues that affect the success of secure multimedia 
big data in TASC are identified. With that, moti-
vated by addressing the identified critical issues, 
this article proposes two types of TASC: TASC-S 
(TASC with a single trust value threshold), and 
TASC-M (TASC with multiple trust value thresh-
olds). Finally, with extensive simulation results 
about TASC-S and TASC-M as well as SC without 
trust assistance (SCWTA), the following insights 
into secure multimedia big data in TASC are 
achieved: the throughput of TASC-S and TASC-M 
can both be generally higher than that of SCWTA; 
the throughput of TASC-S can trend with tuned 
trust value threshold; and the throughput of 
TASC-M can fluctuate with the same trust value 
thresholds.

IntroductIon
Recently, as a unique branch of big data that 
represents the explosive growth of data from a 
variety of sources happening in our society, mul-
timedia big data is utilized to describe the huge 
amounts of multimedia data produced with the 
prevalence of cameras, mobile devices, social 
media, the Internet, and so on. Particularly, mul-
timedia big data has the following features. First, 
it is unstructured, heterogeneous, and multimod-
al. Second, it has cognition, which bridges the 
semantic gap between low-level features and 
high-level semantics. Third, it typically has real-
time delivery. Fourth, it is acquired, processed, 
and analyzed efficiently and scalably. Multimedia 
big data technology greatly boosts a lot of mul-
timedia applications/services (e.g., multimedia 
search, multimedia advertisement). Meanwhile, 
the boom of multimedia big data poses many 
challenges for users to achieve them securely in 
various application scenarios. For instance, as dis-
cussed in [1], in terms of secure multimedia big 
data sharing in social networks, substantial poten-

tial risks (e.g., illegal copying, illegal distribution, 
misappropriation) could exist for maliciously utiliz-
ing the multimedia big data. In such cases, securi-
ty mechanisms are needed to ensure the security 
of multimedia big data with respect to its source 
identity, content integrity, privacy, and so on.

In this article, studying secure multimedia big 
data application in trust-assisted sensor cloud 
(TASC) [2] which is one kind of sensor cloud 
(SC) for smart city [3], we review the recent work 
about multimedia big data and SC first. Further, 
we identify the critical issues that affect the suc-
cess of secure multimedia big data in TASC. Then, 
triggered by addressing the identified critical 
issues, we propose two types of TASC:
• TASC-S (TASC with a single trust value 

threshold)
• TASC-M (TASC with multiple trust value 

thresholds)
Eventually, with extensive simulation results about 
TASC-S and TASC-M as well as SC without trust 
assistance (SCWTA), we observe the following 
insights into secure multimedia big data in TASC: 
• The throughput of TASC-S and TASC-M 

can both be generally higher than that of 
SCWTA.

• The throughput of TASC-S can trend with 
tuned trust value threshold.

• The throughput of TASC-M can fluctuate 
with the same trust value thresholds.
The main contributions of this article are as 

follows:
• This article is the first work that explores 

secure multimedia big data application in 
TASC. This clearly demonstrates the novelty 
of this work compared to other works on 
multimedia big data and SC.

• Induced by addressing the observed critical 
issues that influence the success of secure 
multimedia big data in TASC, this article puts 
forward two types of TASC (i.e., TASC-S and 
TASC-M). With extensive simulation results 
on TASC-S and TASC-M as well as SCWTA, 
this article obtains three insights into secure 
multimedia big data in TASC.
The remainder of this article is organized 

as follows. We present the preliminaries about 
TASC. We review the recent work about multime-
dia big data and SC. The identified critical issues 
that affect the success of secure multimedia big 
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data in TASC are illustrated. The proposed TASC-S 
and TASC-M are introduced. Evaluation of TASC-S 
and TASC-M as well as SCWTA is conducted. This 
article is then concluded.

prElImInArIEs About tAsc
sc

As an essential component of the Internet of 
Things (IoT) [4], which aims to connect every-
thing, SC is a new paradigm that integrates the 
wireless sensor network (WSN) and the cloud 
for smart city. Specifically, as shown in Fig. 1, SC 
includes three basic entities: the WSN, the cloud, 
and the users. The WSN, consisting of sensor 
nodes, is for gathering and transmitting various 
sensory data (temperature, humidity, motion, 
video, etc.) to the cloud. The cloud consists of 
data centers and is for storing and processing the 
received sensory data (e.g., multimedia big senso-
ry data) as well as further delivering the processed 
sensory data to the users on demand. Therefore, 
with SC, the WSN and the cloud can complement 
each other. For example, the utility of the WSN 
can be enhanced by serving multiple applications 
via the cloud, while the services that the cloud 
offers can be enriched by offering the service the 
WSN provides. Moreover, the users are able to 
conveniently have access to their desirable sen-
sory data (e.g., multimedia big sensory data) from 
the cloud anytime and anywhere if there is an 
Internet connection. All these features are desired 
for smart city, which strategically incorporates var-
ious networks and computing platforms to offer 
desirable services for people.

trust

With different definitions regarding various fields, 
trust [2] is defined as “assured reliance on the 
character, ability, strength or truth of someone or 
something” by the Merriam-Webster Dictionary. 
Particularly in terms of wireless communications, 
trust can be defined as “trust of a node A in a 
node B is the subjective expectation of node A 
receiving positive outcomes from the interaction 
with node B in a specific context.” Generally, to 
evaluate the trust from node A to node B, node 
A needs to collect various evidences (e.g., mali-
ciousness, selfishness, honesty) about node B, 
based on either direct interactions or information 
from third parties. Further, the trust value of node 

B is determined by utilizing a function or func-
tions to convert the collected evidence into the 
trustworthiness (i.e., trust value).

tAsc
Improving the quality of service (QoS) at which 
users obtain sensory data (e.g., multimedia big 
sensory data) from the cloud, TASC is a new kind 
of SC, recently proposed in [2]. Particularly, as 
presented in Fig. 2, the basic concept of TASC 
is incorporating trust into SC. In other words, 
the trusted sensors (i.e., sensors with trust values 
exceeding a threshold) are adopted in the WSN 
for collecting and transmitting sensory data to the 
cloud, while the trusted data centers (i.e., data 
centers with trust values exceeding a threshold) 
are utilized in the cloud to store, process, and 
further deliver the processed sensory data to the 
users on demand. With TASC, since the used sen-
sors and data centers are assured and reliable sen-
sors and data centers with trust values exceeding 
certain thresholds, the throughput and response 
time in which users achieve sensory data from the 
SC can be substantially improved.

systEm modEl oF tAsc
Based on [2], the system model of TASC is pre-
sented as follows as an instance.
• The SC includes one WSN, one cloud, and Q 

users.
• In the WSN, there is one sink node s0 and D 

normal sensor nodes si (1  i  D). Normal 
sensor nodes transmit sensed sensory data to 
the sink node, and the data rate is rs kb/s.

• Regarding the cloud, there are L data centers 
dj (1  j  L), which store and process the 
sensory data received from the WSN.

• The Q users obtain the processed sensory 
data from the cloud.

• In addition, time is divided into G time epochs 
tk (1  k  G). In each time epoch tk, each 
sensor node si has a trust value vsi

tk and each 
data center dj has a trust value vdi

tk.

rEcEnt work About 
multImEdIA bIg dAtA And sc

Regarding the authorization of multimedia 
big data, a framework is presented in [5] for 
the composition and enforcement of priva-
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Figure 1. An example of SC.
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cy-aware and context-driven access for users. 
Focusing on the recommendation of multi-
media big data, [6] designs a cloud-assisted 
differentially private video recommendation 
system based on distributed online learning 
in social networks. Concerning the transfer of 
multimedia big data, [7] introduces a band-
width on-demand broker employing a schedul-
ing algorithm that considers various deadlines 
of multimedia big data transfer requests across 
geo-distributed cloud data centers. In terms 
of the computing of multimedia big data, [8] 
shows a framework that processes the streams 
of digital photos generated by online commu-
nities for enabling real-time monitoring of the 
relationship between real world events and 
social media user reactions. Discussing the 
application of multimedia big data, a gesture 
controlled e-therapy online framework is pro-
posed in [9] for monitoring physical and occu-
pational therapy exercises utilizing multimedia 
data from different sensors.

Researching the sensory data transmission 
of SC, a time and priority-based selective data 
transmission technique and a priority-based 
sleep scheduling technique are presented in 
[10] toward offering more useful data reliably 
from WSNs to mobile cloud. In terms of the 
energy efficiency of SC, two collaborative loca-
tion-based sleep scheduling mechanisms are 
shown in [11] for prolonging the lifetime of 
WSNs integrated with cloud. Exploring the pric-
ing of SC, five pricing models are introduced 
in [12] for SC, and they serve as guidance for 
future research with respect to pricing in SC. 
Concerning the framework of SC, a novel sen-
sory data processing framework is proposed 
in [13] to integrate WSNs with mobile cloud, 
while transmitting desirable sensory data to 
mobile users in a fast, reliable, and secure 
way. Focusing on the application of SC, [14] 
investigates the integration of SC and power 
line communication and further envisions their 
applications and advantages.

To the best of our knowledge, there are only a 
few recent studies about the security of multime-
dia big data, and there is no recent work directly 
regarding TASC. Our work is the first that inves-
tigates secure multimedia big data application in 
TASC.

IssuEs About sEcurE 
multImEdIA bIg dAtA In tAsc

Intuitively, the following critical issues can be 
obtained regarding the success of secure multi-
media big data in TASC.

nEIghbor nodE numbEr oF  
sEnsor nodEs And dAtA cEntErs

This issue is related to whether there are suffi-
cient sensor nodes in the WSN and whether there 
are sufficient data centers in the cloud to enable 
secure multimedia big sensory data in TASC. For 
instance, as shown in cases (a) and (a)’ in Fig. 3, if 
there is only one neighbor node for a certain sen-
sor node in the WSN and for a certain data center 
in the cloud, regardless of whether the utilization 
of that neighbor node could enable secure multi-
media big sensory data, that neighbor node has 
to be utilized if needed. Moreover, it may happen 
that there is no neighbor node for an intermediate 
sensor node in the WSN and for an intermediate 
data center in the cloud, for a variety of reasons 
(e.g., deployment of SC, mobility of sensor node, 
workload of data center).

bEhAvIors oF sEnsor nodEs And dAtA cEntErs

This issue is related to whether the behaviors 
(e.g., data collection behavior, data transmission 
behavior) of sensor nodes in the WSN are posi-
tive enough and whether the behaviors (e.g., data 
storage behavior, data processing behavior, data 
delivery behavior) of data centers in the cloud are 
positive enough for enabling secure multimedia 
big sensory data in TASC. For instance, as shown 
in cases (b) and (b)’ in Fig. 3, although there are 
several neighbor nodes for a certain sensor node 
in the WSN and for a certain data center in the 
cloud, the behaviors of these neighbor nodes 
might be too negative (marked with values lower 
than 0.5 for both sensor nodes and data centers) 
to be utilized for secure multimedia big sensory 
data.

EnErgy consumptIon oF 
sEnsor nodEs And dAtA cEntErs

This issue is related to whether the sensor nodes 
in the WSN and the data centers in the cloud have 
enough residual energy to enable secure multi-
media big sensory data in TASC. For instance, as 

Figure 2. An example of TASC.
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shown in cases (c) and (c)’ in Fig. 3, even when 
there are available neighbor nodes with positive 
enough behaviors for a certain sensor node in the 
WSN and for a certain data center in the cloud, 
the residual energy of these neighbor nodes prob-
ably are too low (marked with values lower than 5 
J for sensor nodes and lower than 200 J for data 
centers) to be utilized for secure multimedia big 
sensory data.

tAsc-s And tAsc-m
Motivated by the above observed critical issues 
that influence the success of secure multimedia 
big data in TASC, the proposed two types of 
TASC (i.e., TASC-S and TASC-M) are illustrated as 
follows considering the trust value and the trust 
value threshold, which are two fundamental ele-
ments in TASC.

trust vAluE In tAsc
Regarding the trust value in TASC, since the 
neighbor node number and behaviors as well as 
energy consumption of sensor nodes and data 
centers are critical issues regarding enabling 
secure multimedia big sensory data in TASC, they 
are incorporated together to determine the trust 
values of sensor nodes and data centers in TASC.

In particular, trust agents can be established 
to collect various pieces of evidence about the 
neighbor node number, behaviors, and energy 
consumption of sensor nodes and data centers. 
After the evidence is gathered, functions (e.g., 
multidimensional trust evaluation functions) can 
be utilized to convert the gathered evidence 
into the trust values of sensor nodes and data 
centers.

In such a way, the trust values of sensor nodes 
and data centers reflect the assurance or reliability 
that the sensor nodes and data centers realize 
secure multimedia big sensory data in TASC. Fur-
ther, based on the trust values of sensor nodes 

and data centers, various sensor nodes and data 
centers can be utilized in each time epoch to real-
ize different QoS, regarding secure multimedia 
big sensory data in TASC.

tAsc-s
With a single trust value threshold in TASC-S, the 
trust value thresholds for all the sensor nodes in 
the WSN and for all the data centers in the cloud 
are the same in each time epoch. For example, 
as shown in Fig. 4, the trust value threshold for 
each sensor node in the WSN is v1 and the trust 
value threshold for each data center in the cloud 
is V1 during that time epoch. In other words, only 
sensor nodes with trust values exceeding v1 will 
be utilized in the WSN, and only data centers with 
trust values exceeding V1 will be utilized in the 
cloud during that time epoch. In such a manner, 
the aim of TASC-S is to achieve scalable QoS with 
lower bound in terms of secure multimedia big 
sensory data in TASC.

tAsc-m
With multiple trust value thresholds in TASC-M, 
the trust value thresholds for different sensor 
nodes in the WSN and for different data centers in 
the cloud vary in each time epoch. For example, 
as presented in Fig. 5, the trust value thresholds 
for the sensor nodes in the WSN are v1, v2, v3, v4, 
v5, v6, and v7 during that time epoch. Meanwhile, 
the trust value thresholds for the data centers in 
the cloud are V1, V2, V3, V4, and V5 during that 
time epoch. Thus, in the WSN, the utilized trusted 
sensor nodes are with trust values exceeding v1, 
v2, v3, v4, v5, v6, and v7 during that time epoch. 
In the cloud, the utilized trusted data centers are 
with trust values exceeding V1, V2, V3, V4, and V5 
during that time epoch. In such a way, the tar-
get of TASC-M is to obtain scalable QoS without 
bound, with respect to secure multimedia big sen-
sory data in TASC.

Figure 3. Analysis of secure multimedia big data in TASC.
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EvAluAtIon

Performed in NetTopo [15] with SC’s throughput 
as the QoS metric, the evaluation is presented as 
follows regarding secure multimedia big data in 
TASC-S, TASC-M and SCWTA.

EvAluAtIon sEtup

The SC consists of one WSN, one cloud, and 10 
users [2]. Regarding the WSN, it includes one sink 
node and 100 normal video sensor nodes with 
a data rate of 1000 kb/s. The cloud includes 10 
data centers. It is assumed that each time epoch 
is 1 s. In each time epoch, the sensor nodes and 
data centers have trust values which indicate the 
probabilities that secure multimedia big sensory 
data is successfully realized utilizing them, as illus-
trated earlier.

For TASC-S, the trust values for the sensor 
nodes in the WSN exceed a trust value thresh-
old, and the trust values for the data centers in 
the cloud exceed a trust value threshold. About 
TASC-M, the trust values for different sensor 
nodes in the WSN exceed various trust value 
thresholds, and the trust values for the data cen-
ters in the cloud exceed various trust value thresh-
olds. In terms of SCWTA, the trust values for the 
sensor nodes in the WSN and the trust values for 
the data centers in the cloud are always random 
between 0 and 1. Moreover, it is given that five 
sensor nodes and one data center are utilized for 
TASC-S, TASC-M, and SCWTA.
• Scenario 1: Three tests are conducted, and 

each test has 100 different topologies for 
TASC-S, TASC-M, and SCWTA. In each test, 
regarding TASC-S, the trust value thresh-
olds for both sensor nodes and data centers 
are 0.5. Regarding TASC-M, the trust value 

thresholds for different sensor nodes and dif-
ferent data centers are random between 0.3 
and 0.7.

• Scenario 2: Three tests are conducted, and 
each test has a specific topology for TASC-S. 
Particularly, in each test, the trust value thresh-
old for the sensor nodes and the trust value 
threshold for the data centers are changed 
nine times from 0.1 to 0.9 for TASC-S.

• Scenario 3: Three tests are conducted, and 
each test has 10 different topologies for 
TASC-M. Particularly, in each test, different 
topologies have the same trust value thresh-
olds between 0.1 and 0.9 for TASC-M.

EvAluAtIon rEsults

The evaluation results in scenarios 1, 2, and 3 
are presented in Fig. 6. Specifically, from Figs. 
6a–6c, it can be observed that the throughput 
of SCWTA is generally lower than that of TASC-S 
and TASC-M. In other words, the throughput 
of TASC-S and TASC-M can both be generally 
higher than that of SCWTA. From Figs. 6d–6f, it 
can be seen that when the trust value threshold 
for TASC-S grows, the throughput of TASC-S is 
increased. Namely, the throughput of TASC-S 
can trend with tuned trust value threshold. From 
Figs. 6g–6i, ruleless throughput of TASC-M can be 
achieved with the same trust value thresholds. In 
other words, the throughput of TASC-M can fluc-
tuate with the same trust value thresholds.

conclusIon
Concerning secure multimedia big data appli-
cation in TASC for smart city, this article has 
reviewed the recent work on multimedia big data 
and SC first. Further, this article has observed 
three critical issues that affect the success of 

Figure 4. An example of TASC-S.
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secure multimedia big data in TASC. Motivated 
by addressing the identified critical issues, this 
article has introduced two types of TASC (i.e., 
TASC-S and TASC-M). Eventually, with extensive 
simulation results on TASC-S and TASC-M as well 
as SCWTA, this article has achieved three insights 
into secure multimedia big data in TASC:
• The throughput of TASC-S and TASC-M 

can both be generally higher than that of 
SCWTA.

• The throughput of TASC-S can trend with 
tuned trust value threshold.

• The throughput of TASC-M can fluctuate 
with the same trust value thresholds.
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