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AbstrAct
The advanced idea of machine-to-machine 

technology has attracted a new period of network 
revolution, evolving into a method to monitor and 
control global industrial user assets, machines, 
and the production process. M2M networks are 
considered to be the intelligent connection and 
communication between machines. However, 
the security issues have been further amplified 
with the development of M2M networks. Con-
sequently, it is essential to pour attention into 
attack detection and forensics problems in M2M 
networks. This article puts forward the hybrid 
attack detection and forensics model in M2M net-
works. It contains two modules: the attack detec-
tion module and the forensics analysis module. 
In addition, we present a distributed anti-honey-
pot-based forensics strategy to cope with DDoS 
attacks in the forensics analysis module. Finally, 
we also discuss some challenges in M2M network 
security and forensics.

IntroductIon
Machine-to-machine (M2M) networks are multi-
dimensional networks that can use the Internet to 
achieve intelligent interactions between different 
machine terminals. M2M networks have devel-
oped rapidly in recent years, and their application 
prospects are extremely wide. They are com-
posed of front-end sensors, equipment, transmis-
sion links, as well as back-end systems [1]. First, 
M2M front-end nodes are responsible for collect-
ing data and transmitting the data backhaul to the 
back-end systems. Second, the network transmis-
sion carrier is responsible for exchanging infor-
mation between front-end and back-end sensors. 
Finally, the back-end control system can collect 
information to respond to the back-end nodes.

Meanwhile, M2M networks are conceived 
to communicate and connect between people, 
machines, and systems. They are associated with 
a large number of terminals. These terminals are 
vulnerable to attack, because they communicate 
through the wireless communication link integrat-
ed with different network protocols.

Once M2M networks are attacked, the asso-
ciated terminals will definitely be affected, and 
the whole network will be paralyzed. The func-
tional architecture and security problems of M2M 
networks are worth addressing [2]. The network 
security issues are attracting much concern with 
the increasing development of M2M networks. 
M2M networks are likely to encounter several 
attacks [3] as follows.

Configuration attack: This includes virtual 

fake software updates, configuration changes, the 
error configuration of the access control table, 
and so on.

Denial of service (DoS) attack: It contains 
distributed DoS (DDoS) attacks and wormhole 
attacks. DoS attacks mainly truncate M2M nodes 
to the back-end service system. Then these nodes 
are unable to transfer the corresponding com-
mand to the front-end sensors. After that, the 
function of the whole system is paralyzed.

Man in the middle attack: The attacker is 
active between the front-end sensors and back-
end service systems in order to achieve eaves-
dropping or fake data.

User data and identity privacy attack: This 
attack includes eavesdropping on data from users 
and devices. Attackers disguise themselves as nor-
mal users or connected equipment, and reveal a 
user’s network ID or confidential data to an unau-
thorized third party.

To tackle these attacks in M2M networks, net-
work security protocols and architectures have 
evolved to establish virtual private networks 
(VPNs) to prevent unauthorized access provid-
ed by the host system. Companies have seen an 
increasing number of protocols, complex security 
architectures, smarter firewalls, stronger encryp-
tion, log data, and new detection, and try to pre-
vent intrusions [4]. They have also developed an 
unlimited encryption and hash protocol, which 
can be used to generate digital signatures and 
support digital authentication of the array. In addi-
tion, when we detect attacks, we can further trace 
the attackers through these security mechanisms. 
It is necessary for us to collect evidence, because 
it is the only way to confirm that the attackers will 
commit crimes. Thus, network forensics is rec-
ommended as a complement to these network 
security mechanisms.

On the other hand, network forensics cooper-
ates with network traffic monitoring and analysis. 
We can utilize both local and wide area network 
(LAN/WAN), information collection, or intrusion 
detection to help forensics. Generally, there are 
two objectives in network forensics. First, they 
can determine the identity and location of the 
attackers, and find out the crime process of entire 
network attacks. Second, they can determine the 
law enforcement in captured network traffic anal-
ysis such as the restructure of exchanged files, 
keyword search, and analysis of human communi-
cation [5]. With the development of the emerging 
M2M networks, a large amount of new attacks 
will be born. Although these existing security 
protocols and mechanisms can still resolve and 
defend against several cyber attacks, their efficien-
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cy has been degraded greatly. Furthermore, the 
difficulty of network forensics is also increased.

Another challenge is that M2M networks 
require a large amount of embedded hardware 
(e.g., smart sensors and location tags) to guar-
antee their communication performance. These 
deposit lots of original data information. It is 
difficult to use forensics from hardware, further 
leading to a lack of strong evidence regarding 
the identity of attackers [6]. In addition, current 
attack detection and network forensics are two 
separate processes, which often results in a lag 
of network forensics, and even loss of evidence. 
Moreover, M2M networks are likely to encounter 
DDoS attacks, which are different from traditional 
attacks. Since DDoS attack packets are disguised, 
and the IP address is also a forgery, it is difficult 
to gather forensics when suffering DDoS attacks.

In this article, we pay special attention to the 
issue of network security and forensics in M2M 
networks, and demonstrate important areas in 
network security and forensic analysis. For M2M 
networks, this article also presents a hybrid attack 
detection and forensics model, which contains 
two modules: an attack detection module and a 
forensics analysis module. In particular, due to 
the difficulty in forensics against DDoS attacks, 
we first propose a distributed anti-honeypot-based 
strategy in the forensics analysis module. Then we 
provide an optimal strategy for forensics. Finally, 
some research challenges are discussed on how 
to address the various and mixed attacks in M2M 
networks.

PrelImInArIes of 
network securIty And forensIcs

In this section, we propose a network security 
and forensics architecture to deal with the attack 
detection and network security problems.

IntrusIon detectIon And PreventIon systems
Intrusion prevention systems (IPSs) are considered 
extensions of intrusion detection systems (IDSs) 
because they both monitor network traffic and 
system activities for malicious actions. The main 
differences are that, unlike IDSs, IPSs are placed 
in-line and can actively prevent intrusions that 
need to be detected. In detail, IPS can take such 
actions by sending an alarm, dropping malicious 
packets, resetting the connection, or blocking the 
traffic from the offending IP addresses. An IPS 

can also correct cyclic redundancy check (CRC) 
errors [4], unfragment packet streams, prevent 
TCP sequencing issues, and clean up unwanted 
transport and network layer options. In an earlier 
study [7], a new rule adaptation was proposed 
that permits security management beyond con-
ventional connection tracking, and incorporates 
whole systems with multiple connections. The cur-
rent work extends these preliminary ideas, as well 
as a combination of forensic data storage. The 
overview of such combination of IDS/IPS and 
firewalls is shown in Fig. 1.

HoneyPots And forensIcs
With the explosive growth of cyber attacks, hon-
eypots have become effective in network crime 
forensics, worm attack detection, and other 
aspects of active defense methods [5]. A honey-
pot itself is only a static trap network, which is 
effective for reckless attackers. However, once 
attackers are conscious of the existence of honey-
pots, their functionality is greatly degraded.

To improve the performance and persuasive-
ness of honeypot forensics, honeypots need to 
capture and collect the attackers’ behaviors, and 
store them in a safe place. Honeypots are copies 
of real servers, and they can completely simulate 
the real service through the coordination of the 
following four modules:
 • Data acquisition module: One is data col-

lection based on hosts, which can cap-
ture and collect intruders’ activities. The 
other is data collection based on networks, 
including firewall systems, IDSs/IPSs, and 
security information event management 
(SIEM) systems.

 • Remote storage module: It backs up the 
system remotely and captures data to log 
servers to preserve the original data without 
modification, as well as the reliability and 
integrity of forensics evidence.

 • Detection module: When an attack is detect-
ed by the IDS, the intrusion data flow is 
redirected to the honeypot host. This can 
protect the host and record the invasion pro-
cess.

 • Implementation module: It is utilized to sim-
ulate the protected host. The purpose is to 
protect an invasion target against attacks.

surveIllAnce And vulnerAbIlIty scAnnIng
Surveillance and vulnerability scanning systems 
are usually not stored in an event of forensics or 
through the SIEM system [8]. Surveillance and 
vulnerability scanning have the potential to avoid 
or minimize attacks via firewall rule alterations/
adaptations.

To this end, we elaborate on the prin-
ciples of IDS/IPS, honeypot, and SIEM in 
attack detection and network forensics. These 
defense systems consider the attack detection 
and network forensics as two parts. They first 
detect all the network anomalies and identify 
all the attackers. After tracking the attackers, 
network forensics are conducted. This process 
often leads to a lag of network forensics and 
even the loss of evidence. In order to improve 
the timeliness of forensics after attack detec-
tion, attack detection needs to be integrated 
with network forensics.

FIGURE 2. Network security and forensics overview.
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m2m network AttAck detectIon And 
forensIcs model

In this section, we discuss a hybrid attack detec-
tion and forensics model in M2M networks.

As shown in Fig. 2, in this model, we design two 
modules: the attack detection module and forensics 
analysis module, with consideration of the connec-
tion between IDSs/IPSs and honeypots. When attack 
alerts are issued by a defense system, the IDS/IPS first 
manipulates the attack detection module to analyze 
and detect the attacks. Once the attacks are detected, 
the honeypots back up the remote data and capture 
data to the log servers. This operation can preserve 
the original data without modification, as well as the 
reliability and integrity of the forensics evidence. At 
last, the honeypots manipulate the forensics analysis 
module, ensuring timely forensics according to the 
attackers’ traces. The specific process of each module 
is described as follows.

AttAck detectIon Process
In Fig. 2, when the defense system in the attack 
detection module sends out attack alerts, we first 
need to collect data information to find out where 
there is an exception in the network. We then 
need to obtain access authority. Next, the behav-
ior of attackers can be analyzed according to the 
data information. Finally, we can track their attack 
path, and further intercept and record the infor-
mation of the attackers. The main attack detec-
tion process is detailed as follows:
Step 1. Send a request to the URL, which is 

accessed to request the collection of data 
information.

Step 2. Record the results of traffic anomalies 
and extract the suspicious traffic.

Step 3. Obtain and analyze the suspicious traf-
fic, then access the relevant static resources.

Step 4. Analyze the behavior of the attackers 
and track their attack path.

Step 5. Intercept and record the information 
on the attackers.
For instance, when an attack alert is sent by 

a defense system, an IDS quickly responds and 
manipulates the attack detection module to mon-
itor anomalies. The defense systems can analyze 
traffic anomalies by collecting data information. 
In addition, the attack detection module can fur-
ther monitor the suspicious traffic until the attacker 
is detected. During the whole process of attack 
detection, the IDS and honeypots collaborate and 
exchange information. Once an attack is success-
fully detected, the honeypot manipulates the foren-
sics analysis module; then the forensics process 
will be carried out. Finally, timely forensics can be 
conducted according to the attacker’s trace.

network forensIcs Process
In the process of specific network forensics, the 
demand for evidence collection is changeable [9]. 
In order to meet this demand, we design the com-
position of the forensics analysis module as follows.

Network data layer: This layer is mainly to 
record the process of evidence collection of net-
work data communication. In addition, it can also 
preserve the binary network data packets, which 
are primitive and difficult to tamper with. Howev-
er, due to the large number of binary flows, the 
analysis cannot be directly used to testify.

Content crawling layer: This layer preserves 
relevant documents in the network, and most-
ly is readable in terms of text data and images. 
Compared to the network data layer, informa-
tion is easy to extract and vulnerable to tampering 
[10]. Then the text data and images can return to 
forensic evidence after a certain conversion.

Data analysis layer: This layer analyzes the 
content in the network from the content crawl-
ing layer, extracts and displays useful information 
related to the attackers, and finally forms a report 
of the evidence.

Forensics implementation layer: This layer car-
ries out a specific forensics process; the demand 
for evidence is varied. It is significant to adjust the 
evidence collection strategy flexibly, and modify 
the information acquisition and filter to simulate 
the login rules.

According to the composition of the four layers 
in the forensics analysis module, we need to fin-
ish the data collection, information crawling, data 
analysis, and ultimately implement the forensics 
process. The specific network forensics process in 
the forensics implementation layer is shown in Fig. 
3, where the network forensics can provide enor-
mous assistance in support of threat assessment 
to the SIEM system. They must handle log files in 
a forensic manner and maintain a moving window 
of log data. The real-time adaptive feedback gen-
erated is to avoid or reduce attack actions that are 
adapted to firewall rules [11]. In order to improve 
the actual crawling efficiency, we need to crawl 
the network data, and filter and extract these data. 
Then the data need to be stored and analyzed. 
Finally, we record the results and evidence. The 
main process is detailed as follows.
Step 1. Analyze the HTML and CSS parsers in the 

presence of network resources, and then put 
them into the URL queue for further disposal.

Step 2. Filter and extract data in order to 
improve the actual crawling efficiency.

FIGURE 2. Hybrid attack detection and forensics model.
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Step 3. Store files and optimize the real-time 
networks to improve the reading speed of 
the actual analysis.

Step 4. Record the DNS results, distinguish 
error results, and avoid providing false evi-
dence, ensuring that all processing of the evi-
dence is credible.

Step 5. Convert all the acquired resources to 
evidence.
We have now basically completed the expla-

nation of the network forensics process, which 
can effectively help a defense system collect evi-
dence on various attacks in M2M networks. In 
our proposed model, as long as there is an attack 
alert, the defense system can accomplish the 
attack detection first. Then honeypots can transfer 
all the information from the detected attackers to 
the forensics analysis module. Finally, after foren-
sics analysis, the forensics can be achieved.

In this model, a honeypot is regarded as an 
important connection to the forensics analysis mod-
ule. However, the problem is that traditional honey-
pots are vulnerable to being identified by attackers, 
especially in DDoS attacks. Once there is a DDoS 
attack on honeypots, the other associated network 
devices are susceptible to penetration and attack. 
Moreover, DDoS is a kind of distributed attack, which 
changes the traditional point-to-point attack mode, 
making disordered attacks. Furthermore, since the 
attack packets are disguised, and the IP address is 
also a forgery, it is difficult to determine the address-
es of DDoS attacks. At last, due to the difficulty of 
tracking DDoS attacks, further forensics will be more 
difficult. Thus, we present a strategy devised to deal 
with DDoS attacks in the next section.

dIstrIbuted AntI-HoneyPot-bAsed 
forensIcs strAtegy

In this section, we propose a distributed anti-hon-
eypot-based forensics strategy. As shown in Fig. 4, 
this strategy includes two steps:

1. An attacker identifies the presence of honey-
pots in a defense system.

2. The attacker identifies the type of honeypot 
deployed in a defense system.
When M2M networks encounter DDoS 

attacks, the attacks are initiated on one or more 
servers at different locations. Once an attack is 
successful, it infects many terminals connected to 
these servers, turning them into puppet machines. 
Thus, we deploy anti-honeypots in servers to 
prevent DDoS attacks through an anti-honey-
pot-based strategy.

steP one: HoneyPot Presence IdentIfIcAtIon
In the first step of the anti-honeypot-based attack 
strategy, attackers discover whether the targeted 
system is a honeypot or not. On the other hand, 
defenders have two possible strategies: being 
a honeypot or not. Thus, there are four results 
denoted by: (identify, is honeypot), (identify, not 
honeypot), (not identify, is honeypot) and (not 
identify, not honeypot).

We have the following definitions. The prob-
ability of the defense system being a honeypot 
is defined as r (0 ≤ r ≤ 1). The cost when the 
defense system is not a honeypot is denoted as 
cκ,0 ≥ 0. This cost still exists when honeypots are 
deployed. When the defense system is a honey-
pot, the cost when an attacker identifies the hon-
eypot deployed in the defense system is denoted 
as cκ,h ≥ 0. The payoff obtained from the attacker 
is gκ,h ≥ 0 when the defense system is a honey-
pot. Then gτ,0 ≥ 0 represents the payoff gained if 
the attacker does not identify the defense system. 
This payoff can also be obtained when an attack-
er carries out an identification. The probability 
of the attacker identifying the defense system is 
denoted as 0 ≤ q ≤ 1. cτ,i ≥ 0 represents the cost 
for an attacker to carry on an identification in the 
defense system. gτ,i ≥ 0 is the extra payoff when 
the attacker successfully identifies the honeypot in 
the defense system.

For defenders, the expected payoff for attack-
ers when honeypots are identified or not is U(1, 
r) and U(0, r) respectively. If attackers want to 
identify the honeypot in the defense system, they 
should satisfy U(1, r) = U(0, r). Thus, r = cτ,i/gτ,i is 
the optimal strategy for the honeypot identifica-
tion of attackers.

Similarly, the optimal strategy of defend-
ers is analyzed as follows. The expected payoff 
obtained when defenders deploy honeypots or 
not is computed as U(1, q) and U(0, q), respec-
tively. If defenders want to deploy honeypots in a 
defense system, it should satisfy U(1, q) = U(0, q). 
Thus, the optimal strategy is obtained when q = 
gκ,h/cκ,h + gκ,h; this is the optimal strategy for the 
honeypot deployment of defenders.

steP two: HoneyPot tyPe IdentIfIcAtIon
In the second step, attackers begin to identify 
the type of the honeypot. At this time, they do 
not have much knowledge about the targeted 
network. Is it a honeypot? What type of hon-
eypot is it? All these questions are unknown to 
attackers. Therefore, an appropriate identifica-
tion strategy is crucial to attackers, which would 
effectively increase the possibility of successful 
identification and reduce the cost of attacking 
a honeypot.

FIGURE 3. Network forensics process.
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Attackers can choose to identify at the sys-
tem layer or network layer. The cost for attack-
ers to identify at the system layer is defined as 
cτ,s where cτ,s ≥ 0, and cτ,n denotes the cost 
for attackers to identify at the network layer 
where cτ,n ≥ 0. The probability for attackers 
to identify the honeypot at the system layer is 
defined as qs, (0 ≤ qs ≤ 1), and thus the prob-
ability for attackers to identify the honeypot at 
the network layer is qn = 1 – qs. The payoff for 
attackers after identifying the honeypot at the 
system and network layers is gτ,s ≥ 0 and gτ,n ≥ 
0, respectively. The probability of the defense 
system being a honeypot is denoted as 0 ≤ r 
≤ 1. lr denotes the probability of the defense 
system being a low-interaction honeypot, and 
(1 – l)r is the probability of a high-interaction 
honeypot. The cost of deploying a low-interac-
tion honeypot at the defense system is cκ,l ≥ 
0. cκ,h ≥ 0 represents the cost of deploying a 
high-interaction honeypot at the defense sys-
tem. gκ,l and gκ,h represent the payoff for the 
defense system when being a low-interaction or 
high-interaction honeypot where gκ,h ≥ gκ,l ≥ 0. 
Vt1 is the expected payoff of attackers, and Vt2 
is the expected payoff of defenders where t = 1, 
2, 3, 4, 5, 6.

For defenders, the presence and type of hon-
eypots are definite. Hence, the payoffs for attack-
ers at the system and network layers is Vs and Vn, 
respectively. Then the optimal strategy can be 
judged by the difference between the two pay-
offs: V′ = Vn – Vs.
1. When r = 1, the defense system is a honey-

pot.
 a) If an attacker has locked a target, the 

target is locked, the payoff is definite, and 
the attack is inevitable. The optimal strategy 
for an attacker in this case is to attack the 
locked target.

 b) If an attacker has not locked a target, the 
expected payoff is unknown. The attacker 
only knows his/her own cost for identifica-
tion, but the expected payoff is unknown. 
Therefore, the optimal strategy is not to 
attack and to wait until a target is set before 
reconsidering whether to attack.

2. When 0 ≤ r ≤ 1, the defense system is a hon-
eypot.

 a) If an attacker has locked a target, the opti-
mal strategy is to first attack the honeypot 
with a lower identification cost.

 b) If an attacker has not locked a target, the 
optimal strategy is the same as that in 1b.

3. When r = 0, the defense system is not a hon-
eypot. 
Simulation results for |r| = 0, 0 < |r| < 1 and 

|r| = 1 are shown in Figs. 5a, 5b, and 5c. As |r| 
increases, the attackers gradually strengthen the 
invasion of the defense systems, and the curves 
of the average residual energy are closer to 0. 
In addition, we compare the proposed anti-hon-
eypot strategy to the existing cluster head (CH) 
monitor [12] and the All monitor model [13]. The 
results show that our proposed anti-honeypot 
strategy can achieve a higher payoff for defense 
systems than that under other models.

conclusIons And oPen Issues
This article focuses on M2M network security 
and forensics to improve attack detection and 
protection in M2M networks. To the best of our 
knowledge, we are the first to propose a hybrid 

FIGURE 4. Distributed anti-honeypot-based forensics strategy.
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However, the problem is that traditional honeypots are vulnerable to identification by attackers, espe-

cially in DDoS attacks.
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attack detection and forensics model in M2M net-
works. It contains two modules: an attack detec-
tion module and a forensics analysis module. In 
particular, due to the difficulty in forensics against 
DDoS attacks, we propose a distributed anti-hon-
eypot-based forensics strategy in the forensics 
analysis module. Finally, with the emerging M2M 
network applications [14, 15], some open issues 
in M2M network security and forensics are dis-
cussed as follows:

•Although the M2M networks are vividly por-
trayed, there are still many uncertainties in M2M 
networks, such as security, reliability, and system 
performance, which make M2M networks fraught 
with challenges. In addition, due to the ultra high 
rate of network communications, hackers are 
likely to initiate attacks and conceal their attack 
behaviors. This will not only lead to security risks, 
but also increase the difficulty of obtaining foren-
sics evidence.

•The massive associated terminals are likely 
to be M2M hardware in M2M networks, making 
forensics difficult, further resulting in the lack of 
strong evidence for the identity of attackers.

•When an M2M network encounters differ-
ent kinds of hybrid attacks, it will be difficult for 
existing defense mechanisms to achieve effective 
defense and forensics. Under certain scenarios, 
we plan to integrate the network resources to 
carry out an adaptive real-time defense and foren-
sics mechanism in the future.
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FIGURE 5. Comparison of average residual energy to the CH monitor, All monitor and proposed anti-honeypot strategy in: a) |r| = 0; b) 0 
< |r| < 1; c) |r| = 1.
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